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CuCTEeMHbIN MHTErpaTop

f1 TONbKO OTKPbINA, & AaNblLUe OHO CaMoO...
CouunanbHaa HXeHepuAa
UK NCUXONOrnyeckKan ataka?

Omutpuin KonblWKKH
pyKoBOAWTE/Ib HallpaB/1IEHNA aHA/IN3ad 3dlLINWLEHHOCTHU

www.infosec.ru



CouunanbHaa UHXXeHepua -
CTaTUCTUKA 3a Noc/niegHue roabl

COOTHOLLEeHNe ycneLwHbIX N HeyCneLwHbIX aTak
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I QOUIINHI KaK yCTapeBLINN MeTox

Mpo6nembl Npy NnposeaeHUn pullHra (B3rnaa co CTOPpoHbl aTaKyoLLLEero):

Ncnonb3oBaHue CTOPOHHUX NMNOYTOBLIX nposaﬁnepos
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icnonb3oBaHWe TEXHUYECKUX cpeacTB 3alllTbl NOUTHI
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Nicnonb3oBaHue MeXaHU3MoB MPOBEPKN
u MAEHTM(bMKaI.IMI/I oTnpasuTensa noyThbl

O6yueHue nonb3oBatenen u poct KynbTypbl b

)




I CTOpOHHME NOUTOBbIE CEPBUCDI

CTopoHHMe nouToBble NpoBanaepbl — Google, Mail, ..

[penocTaBNAT MO YMOTUYAHWIO CpeACcTBa NPOTUBOAENCTBUA DULLINHTY
— MNOX0 ANA aTaKylolero

HepocTtaTtku:

EZ/_LI PUCK yTeuKkun AaHHbIX @] | Puck HegocTynHOCTU yCcnyru




I TexHnuyeckKkue cpeacTsa 3aLUThI

Aicnonib30BaHVe NOYTOBbLIX LW/1IO30B, N€COYHULbl, aHTUBUPYChl,
cucrtembl DLP ...

[103BONAIOT TOHKO OpraHnM30BbiBaAaTb 3dLLUTY NMOYTDbI

(%) OwWMBKMN HACTPOIIKK

@ Owun6KM B NporpammMmHoMm obecneuyeHun

@ OrpaHnuyeHunA cpeacTs 3aLUTDbI (Hanpumep, pasmep NPOBEPAEMOTo B/IOXKEHUSA)



I MexaHu3mbl 3aLUTbl HA YPOBHE NPOTOKO/NOB

icnonb3ytoTca Ana npotuBoaencTesna MULLNHIY HA YPOBHE MPOTOKO/OB
nepeaayn AaHHbIX

| EXX

@}. SPF - Sender Policy Framework

.§§§. DKIM - DomainKeys ldentified Mail

— | DMARC - Domain-based Message Authentication,
@ Reporting and Conformance




I OULIKHI KaK NPOBEepPEeHHbIN MeTox

HeTunoBble NOAXOAbl MO3BOMAT PELWNTb TUMOBbIE MPO6IEMDI
npu nposeaeHNN OULLNHTA:

icnonb3oBaHue HeCTaHAAQpPTHLIX BEKTOPOB

Vicnonb3oBaHue NUYHOIo B3aumMmoaeuncTsus
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H CoumanbHble «Q» TenedoOHHblE JInuHble
 ceTun 3BOHKMU BCTpeuwu

3MoLuuoHaNbHOe AlaBneHue




I HecTtaHaapTHbie noaxoabl Npu (DULLMHIOBOW aTakKe

A
CoueTaHue Pa3/INYHDbIX aTaK

«=7»| Wcnonb3oBaHUe HeCTAHAAPTHbIX BEKTOPOB
5 — Hanpumep, Mo6uNbHbIE YCTPONCTBA

- «Urpa Ha oXXugaHuax» - Hanpumep,
nposeaeHue puINHIa nop NpasaHuK




I A MO)XXeT, He BCe TaK Nnoxo?

COprAHI/IKI/I MOTVT npoaBnaTb BHUMaATEe/IbHOCTDb

N 4 Ry

3131 403 240 129

OTrnpaB/ieHHble OTKpPbITbl€ OTKpPbITbl€ OoTrnpaB/ieHHbl€E
MMCbMa MMCbMa CCbIJ1KW HNaHHbIe







